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Abstract

Technology has changed the way people live completely and how
they interact with each other. This relationship extends to machines
in different ways. Humans can instruct machines to perform various
functions depending on their needs. However, an even more
interesting phenomenon informs the internet space, the internet of
things. It involves the connection of devices between each other,
easing productivity and eliminating the tedious process of operating
machines directly. However, there are privacy and security issues
involved. This research study will investigate what security, privacy
and safety risk Internet of Things devices may bring, how aware
people are about these risks, how the user can minimise the risk of
being hacked or attacked and what manufacturers can do to make
safer Internet of Thing devices.Moreover, this research study stands
to examine loT-related cybercrime legislation in Saudi Arabia.
Following, a background that introduces the issue and defines the loT
phenomenon is provided. The research problem, questions and aim
along with a list of objectives are also given. Following that, a brief
literature review (to be developed further)) and a
methodology/approach and conduction of the research are
introduced.

Introduction

In the recent past, even though the technology was still important,
networking technologies were restricted to connecting to end-user
devices such as mainframes, desktop and laptop computers, and later on
smartphones. However, today, more than eight billion devices in the world
connected to network technologies, excluding traditional devices (Yoo,
2016). They include virtual assistant devices like Alexa, vehicles, home
appliances, wearable technologies, traffic controls, and smart televisions.
Televisions, previously a means for delivering news can now connect to
the internet and can receive and share information in ways that would
have seemed impossible in the recent past (Yusufov & Kornilov, 2013). The
connection of such devices to networks is predicted to rise to twenty-five
billion devices by the end of 2020 (Yoo, 2016).

The different devices involved in loT differ in the way they operate,
depending on how they are set. However, they share various features.
First, they store and process data in a distributed way, depending on the
purpose and use of different devices (Yoo, 2016). This kind of storage is
very different from the traditional centralized data centers. Moreover,
these devices are sometimes referred to as cyber-physical systems. This
name stems from the fact that they can collect data from the environment
using installed sensors (Masoud, Jaradat, Manasrah, & Jannoud, 2019).
They can also receive instructions from human beings when need be. The
use of loT devices makes work easier in different ways. It makes the
delivery of services much faster and more convenient, and it allows people
to monitor different devices without interfering with their functioning as
well (Masoud, et al., 2019). The loT is a phenomenon that holds so many
opportunities that humanity is in the process of exploring.

However, as much as the loT is a promising field that is budding with
chances and opportunities, its development comes with various challenges
that need to be mitigated (Van Kranenburg & Bassi, 2012). Connection to
the Internet presents systems and devices to issues such as violation of
privacy, breach of information, and destruction of information by infection
with viruses (Hameed, Khan, & Hameed, 2019).

Cybercrimes have been on the rise since the invention of the internet, and
the efforts of malicious hackers keep improving. Therefore, it is essential to
keep advancing and being aggressive in retaliatory and preventative
methods when it comes to the security of these devices and systems (de
Bruijn & Janssen, 2017). According to a Samsung report, it is critical to

secure every connected device by 2020 (Burgess, 2018). This warning
iIndicates that exists a possibility of cyber-security issues increasing as
technology is also advancing. One of these significant issues revolves
around espionage. The FBI provided a report showing that smart TVs could
be monitoring and policing everything a user does while watching TV
(Brown, 2019). It is a violation of privacy to do so, and there is a need to
comprehend the issue further. Graham (2020) provides a systematic guide
on how to stop the spying through the TV, showing that the spying is
indeed a serious issue.

Moreover, such advanced technologies are no longer a problem that only
applies to wealthy people and those in developed countries. These devices
and systems are everywhere today, and the majority of the world has one
or more devices connected to a network (Dahir, 2018). It is much easier for
cyber-criminals to go undetected in developing countries, where retaliation
processes are much less advanced (Kshetri, 2010). Therefore, resilient
measures to educate people on matters of cyber-security and to empower
them to protect themselves are necessary in all demographics in the world.

Research Question

| 1. What are the users' experiences with and awareness of

information security, privacy, and safety issues with the loT in
Saudi Arabia?

Research Aim and Objectives

There are opportunities for Saudi Arabia IoT cybercrime legislation to
explore the protection of user's information, privacy, and safety. The
study aims to explore both the Saudi users' experiences towards
information security, privacy and safety issues with the Internet of
Things and to examine loT-related cybercrime legislation in Saudi
Arabia context. In line with the research aim, the following primary
research objectives are identified:

guestions:

. To explore users' awareness of information security,
privacy and safety issues with loT in Saudi Arabia.

I.To observe users' experiences with information security,
privacy, and safety issues with IoT in Saudi Arabia.

lI.To gauge the level of awareness of information security
Issues among uses is smart devices, such as smart TVs.

IV.To gauge the level of understanding of measures of
protecting their information among users of smart
devices in Saudi Arabia.

Methodology/approach

This research study proposes to adopt a mixed-methods approach
(Schoonenboom & Johnson, 2017). A mixture of quantitative and
qualitative approaches may provide more promising outcomes and a
better understanding of the research problem (J. Creswell & Poth,
2017; J. W. Creswell, 2009).

The research study will involve a survey of people who have
experience using loT devices and are aware of the issues that
surround the devices, and identify how to protect their devices and
systems from privacy, security, and safety concerns. This research
study proposes to have two main sections: one is the major users'
experiences with loT. This section will include analysis of respondents'
experiences and their awareness towards information security,
privacy and safety issues in Saudi Arabia. In other words, this section
with considering the loT in Saudi Arabia, gauging the people's
awareness of loT, the security issues involved, and ways of mitigating
the risks. The method of data collection in this section will be
guestionnaires. The questionnaires will test the awareness of users of
loT devices and their experiences using them. Online forms, social
network sites, and other Web 2.0 tools will be used for recruiting the
study participants.

The second part of this research study is an analysis of the current
legislations and countermeasures used to combat IloT-related
cybercrime in the country.

This research study proposes to combine two research designs; a
descriptive design and an exploratory design. In one hand, the
descriptive design would be used to obtain valuable data concerning
the status of the topic. Likewise, it can produce a large amount of rich
data, which lead to significant theoretical and practical
recommendations. On the other hand, the exploratory design would
help in conducting this research, given that not much is understood
about the research problem (University of Southern California, 2020).

Through reviewing literature and different relevant sources to this
research area, the study will introduce the Saudi Arabian background
emphasising on the Internet of Things. It will investigate the current
situation of loT-related cybercrime in the country.

Limitations of the Research

The research will be limited to Saudi Arabia.
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